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Agenda

e Why the Internet of Things in Buildings?
e |0T: The 4™ Industrial Revolution
 Reshaping Commercial Real Estate

« How Does loT Affect Us? IT and OT in Smart Buildings
 Cybersecurity and lIoT
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Why the N
Buildings?
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Lifetime Cost of Buildings

Maintenance
40%

Construction
20%
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loT: The

2018 BICSI WINTER
CONFERENCE & EXHIBITION

Orlando, FL | February 4-8




a ﬁ = = ]
= IlNTERNETon‘“'

?THINGS

2018 BICSI WINTER
CONFERENCE & EXHIBITION
Orlando, FL | February 4-8




7 Layers of the Internet of Things (loT)

Layer 7 — Transformational decision
making based on “Thing” Apps & Data

Layer 6 — Custom Apps built using “Thing”
data

Business Value

Layer 5 — Reporting, Mining, Machine

4;: Learning

=)

@ Layer 4 — Big Data, Harvest & storage of
“Thing” data

% Layer 3 — Cloud infrastructure (public,

O private, hybrid, managed)
Layer 2 — Communications, Protocols,

- Networks, M2M, Wifi, Telecom, HW Kits

2

s

Layer 1 - Devices, sensors, controllers,
etc.

2018 BICSI WINTER
CONFERENCE & EXHIBITION

Orlando, FL | February 4-8




Connected “Things” Forecast:

https://www.cnbc.com/2016/02/01/an-internet-of-things-that-will-number-ten-billions.html
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Reshaping
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THE INTERNET OF THINGS
IN COMMERCIAL BUILDINGS
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http://www.memoori.com/global-market-internet-things-smart-buildings-will-rise-85bn-2020/
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“Global Market for the Internet of
Things in Smart Buildings will
rise to over by 2020

— Memoori
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# Connected Devices by 2022

Commercial Buildings
Consumer Electronics

Utilities

Automotive

Healthcare

Smart Cities & Public Transport
Manufacturing & Supply Chain
Retail & Leisure

Smart Enterprise Management
Agriculture and Environment
Emergency Services and National Security
Construction

0 5 10 15 20 25 30 35 40

Source: Machina Research 2012
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OUTDOOR
80°/55% Humidity | 45% Humidity

STATUS

cool mode following schedule
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Waste Mapagement
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Smart Street Lights
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Electric Vehicle Charging

https://smartcitiesworld.net/news[news/smart-cities-rﬁ:ooc-open-for-registration-1519
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How Does Affect Us?
In Smart Buildings
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New skills:
* IP Networking

General IT

Software coding

Vendor Management

Industry Specialization

Privacy & Security

http://maxpixel.freegreatpicture.com/Building-Employee-Builder-Worker-Professional-2762236
https://www.flickr.com/photos/dfataustralianaid/10729848585

2018 BICSI WINTER
CONFERENCE & EXHIBITION

Orlando, FL | February 4-8




Information Technology Operational Technology
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Service Bandwidth Device Churn Internet? Traffic Pattern

Surveillance/CCTV Significant Replace-on-fail Typically No Planned
Access Control Very Low None No Predictable
Lighting Very Low Replace-on-fail No Predictable
Elevator Very Low None No Predictable
HVAC Very Low None No Predictable
Power Metering Low None Single destination Predictable
Email Variable High Yes Sporadic
File Sharing Variable High Yes Sporadic

i Video Conference High/Variable Medium Yes On / Off
Enterprise Apps Low/Medium Medium Varies Sporadic
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and loT
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“Cybersecurity Market Reaches
In 2015; Expected to Reach
by 2020”

http://www.forbes.com/sites/stevemorgan/2015/12/20/cybersecurity%E2%80%8B-%E2%80%8Bmarket-reaches-75-
billion-in-2015%E2%80%8B%E2%80%8B-%E2%80%8Bexpected-to-reach-170-billion-by-2020/#35bcbe692191
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Figurs d

Humber of breaches per threat action category over time /
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smart Buildings
A Back Door for Hackers?

Connected Building Systems Fly under the Cybersecurity
Radar, Creating "Shadow IoT"

D) aioen s @
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Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

General + v
. s allackers ..™;
Vulnerabilities + ‘ & | §
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Vulnerability Metrics + By “ Nw e | 1EMOLE S g
O m
Products + M i -
Configurations (CCE)
New Data Feeds CPE Ranges Vulnerability
Contact Us
Gt Visualizations
araikes The NVD is the U.S. government repository of standards based vulnerability management data represented using the Security Content
Search + Automation Protocol (SCAP). This data enables automation of vulnerability management, security measurement, and compliance. The NVD

includes databases of security checklist references, security-related software flaws, misconfigurations, product names, and impact metrics.

Last 20 Scored Vulnerability IDs & Summaries CVSS Severity
CVE-2017-16753 — An Improper Input Validation issue was discovered in Advantech WebAccess Vj"_
versions prior to 8.3. WebAccess allows some inputs that may cause the program to crash V2:| s.0MEDIUM |

Published: January 05, 2018; 03:29:00 AM -05:00

CVE-2017-16720 — A Path Traversal issue was discovered in WebAccess versions prior to 8.3. An V3 -
attacker has access to files within the directory structure of the target device. \/2: | 5.0 MEDIUM
Published: January 05, 2018; 03:29:00 AM -05:00

CVE-2017-16716 — A SQL Injection issue was discovered in WebAccess versions prior to 8.3 l’3'_

WebAccess does not properly sanitize its inputs for SQL commands. 73 -

Published: January 05, 2018; 03:29:00 AM -05:00

CVE-2018-5220 — In K7 Antivirus 15.1.0306, the driver file (K7Sentry.sys) allows local users to cause a V3'- https://nvd_nist.gov/
denial nf servire [RSNN) nr nnssibly hawe nnsnerified ather imnarct heranse of nnt validatine innut V2 R MEDIIM

2018 BICSI WINTER
CONFERENCE & EXHIBITION

Orlando, FL | February 4-8




Summary
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The Internet Of Everything

20,000,000
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10,000,000

8,000,000

6,000,000 Tablets

Number Of Devices In Use Globally (In Thousands)
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Source: Bl Intelligence Estimates
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Information Technology Operational Technology
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smart Buildings
A Back Door for Hackers?

Connected Building Systems Fly under the Cybersecurity
Radar, Creating "Shadow IoT"

)206 2 | w
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Lifetime Cost of Buildings
Building 10T to improve:

Maintenance _
40% e Tenant happiness

* Energy efficiency

e Maintenance costs

o Security

Construction
20%
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Thank you.
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