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Agenda

e Common Troubleshooting Methodology
e The OSI Model (A Quick Review)

e OSI Model —The Wireless Element

e The IEEE 802.11 Frame

e Common IEEE 802.11 Frame Exchanges

e Wireless LAN Troubleshooting Tools for Layer 2 (Data Link)
* Protocol Analysis

e Wireless LAN Troubleshooting Tools for Layer 1 (Physical)
e Spectrum Analysis
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This is a no lollygagging session

lol-ly-gag

lale gag/

verbNorth Americaninformal

gerund or present participle: lollygagging

spend time aimlessly; idle.

"he sends her to Arizona every January to lollygag in the sun”
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Common Troubleshooting Methodology

Steps in a common troubleshooting methodology

1. ldentify the problem
2. Determine the scale of the problem
3. Possible causes
4. lsolate the problem o
5. Resolution or escalation
6. Corrective action / verify solution
7. Document, document and @
document
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Show Me The Data

The OSI Model
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The OSI Model (A Quick Review)

Open Systems Interconnection (OSl)

r Application | < Layer 7 . . . .
— * The basic concept of communications in
 Presentation | < Layer 6 the computer network environment
TE;F - Layer s e Consists of seven layers
N 2 e Each layer is made up of many protocols
ﬂfpi < Layer 4 and serves a specific function
[ Network_| < Layer 3 e Data is encapsulated at some layers
" Data ik | < v e WLAN technology operates at the two
L % “— lowest layers

Physical < Layer
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OSI| Model — The Wireless Element

Layer 2 — Data Link Layer (MAC) , . Layer3-The
MSDU . | Network Layer
Two sublayers §
Responsible for organizing the bit-level data LLC Sublayer

Layer 2 - The
Data Link Layer

for communications (frames) | | T

MAC Sublayer
MAC Layer Header Added

Detecting and correcting Physical layer errors |, ¥

Layer 1 — Physical Layer (PHY) '
Ehycsl?cglu Il_)laay):eerrHeader Added
Two Sublayers | | Ummmmenmee Layer 1- The
. " Physical L
Bit-level data streams and computer network PMD Sublayer YRR

v

hardware connecting the devices together PPDU

Physical Medium (Wired or Wireless)

The Media Access Control Service Data Unit (MSDU) is upper
Eight-O-Two layer data that is encapsulated at the MAC and PLCP sublayers
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Show Me The Data

The IEEE 802.11 Frame

Elght ‘O-Two

CLOGY SOLUTIONS

:BICSI FALL

NConference & Exhibition



Famous Quotation #1

“SHOW ME THE MONEY” |

Tom Cruise as Jerry Maguire
in Jerry Maguire (1996)
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Famous Quotation #2

“SHOW ME THE DATA”

Robert Bartz as himself
BICSI Fall Conference & Exhibition
Las Vegas, Nevada (2019)
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The IEEE 802.11 Frame

Packets and Frames

e Packets are at layer 3 L] Packet
e Packets encapsulate data (e | \ S—
* Frames are at Layer 2 - e [ (TR
e Frames encapsulate W~  GEDWEEEET
packets = /
IR CH e Frame
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The IEEE 802.11 Frame

|EEE 802.11 - General Frame Format

Octets: 2 2 5] Doré Dor6 Oor2 Dor6 ODor2 Oor4d variable 4
Frame Duration | Address | Address | Address | Sequence | Address QoS HT Frame FCS
Control D 1 2 3 Control 4 Control | Control Body
-} -
MAC header
Image provided by IEEE Std 802.11™-2016
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The IEEE 802.11 Frame

Frame Control Field

Octets: 2 2 5] Dor6 0orG Dor2 0orG Dor2 Oord variable 4
Frame Dwuration | Address | Address | Address | Sequence | Address QoS HT Frame FCS
Control D 1 2 3 Control 4 Control | Control Body
\ T ™ = = . MAC header

\ - e .

\4 BO B1 B2 B3 B4 BT B3 B10 B12  "Bi% = Bi4 _ B15
Protocol Type Subtyp To @ From Power More § Protected §+HTC/
YWersion D3 0s Management Data Frame §Order

ments
Bits: 1
Image prowded by IEEE Std 802.11TM 2016
Every IEEE 802.11 Frame Has a Frame Control Field
Eight-O-Two
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The IEEE 802.11 Frame

The Three |IEEE 802.11 Frame Types

Source | Destination BSSID | Protocol

(] M an age me nt F rames HPA8:BD:27:87:07:F1  EPEthernet Broadcast [EEAB:BD:27:87:D7:F1  582.11 Beacon
E9A58:BD:27:87:07:F1  HPEthernet Broadcast E@AB:BD:27:87:07:F1  B@2.11 Beacon
E948:80:27:87:07:F1  EPEthernet Broadcast EEMAB:BD:27:87:07:F1 B@2.11 Beacon
E948:BD:27:87:07:F1  EPEthernet Broadcast E@AB:BD:27:87:D7:F1  B8@2.11 Beacon

® ContrOI Frames EEAB:BD:27:87:07:F1 B Ethernet Broadcast [EHPAB8:BD:27:87:07:F1 BA2.11 Beacon

H$Az:80:27:87:07:F1  EPEthernet Broadcast EEpAB:BD:27:87:07:F1  B@2.11 Beacon

°® D F BB Intel:SF:5A:ER EfEthernet Broadcast @E§Ethernet Broadecast 882.11 Probe Reg
ata ra mes BB Intel:SF:5A:B8 B Ethernet Broadcast E§Ethernet Broadcast B82.11 Probe Req
E§Az:BD:27:87:D7:F1 B Intel:5F:54 B0 B AS:BD:27:87:D7:F1 g882.11 Probe Rsp
BB Intel:5F:54:80 B AB:BD:27:87:D7:F1 882.11 Ack
mAS:ED:ET:STlﬂT:F] mlntel:EF:Ef-‘u:BB EAB:E:DIEF:E?:DT:F] 842.11 Probe Rsp
B Intel :5F:54: 60 BB A8:BD:27:87:D7:F1 BA2.11 Ack
B rroximidire:CA:48:2C EPFO:1F:AF:3E:AE:21  WEPAB:BD:27:87:D7:F@  862.11 Encrypted ...
B ProximWire:CA:48:2C EEFe:1F:AF:3E:AE:21 B8 a8:BD:27:87:07 :F8 882.11 Encrypted
B ProximWire:CA:48:2C EEIFe:1F:AF:3E:AE:21 B8 a8:BD:27:87:07 :F8 882.11 Encrypted
mPPDEiWiFE:[ﬂ148:2[ mFG:lF:AF:BE:AEJEJ mASJED:E?:S-?:D?:FB 282.11 Encrypted
mF‘eriwirE:[ﬁ:-‘lﬁ:EC mF@:lF:AF:BE:AE:El mAS:ED:E?:S?:DT:FB 882.11 Encrypted
BB Proximiire:CA:48:2C EEIFA:1F:AF:3E:AF: 21 B8 28:6D:27:87:07:FA 882.11 Encrypted

Eight-O-Two

TECHNOLOGY SOLUTIONS

cBICSI FALL

N Conference & Exhibition




The IEEE 802.11 Frame

Management Frame Types in IEEE 802.11 Networking
¢ Common Management Frames

Eh'n .11 Management - A iation R n
© ¥ Capability Info: %Peeee10008018001 [24-25]
@ €.iieiee veenn... Immediate Block Ack Not Allowed
o Beacon @ B e e Delayed Block Ack Not Allowed
. . @ N S —— DSSS-OFDM is Not Allowed
e Passive Scanning @ e No Radio Measuresent
@ SRR - | N APSD 1is not supported
® ... A T G Mode Short SlLot Time [9 microseconds]
e Probe Request / Response e o e e
. . & 0 hbens Bl e Spectrum Mgmt Disabled
e Active Scanmng & e " T Chonnel AgiLity Not Used
¥ 0 iwhseee s - PBCC Not Allowed
. . ® 0 humeies Oina Short Preamble Not Allowed
e |EEE 802.11 Authentication s 2 o
® 0 mierseg sens @... CF PollL Not Requested
° B hGleesss deews @.. CF Not Pollable
Open SyStem B eiane sl @. Not an IBSS Type Network
. . O ............... 1 ESS Type Network
e |EEE 802.11 Association Request / Response s st c: o Successpul (26-27)
@ Association ID: 1 [28-29 Mask B@x3FFF]
HHY = ¥ Supported Rates
i Capabllltles ro Element ID: 1 Supported Rates [3@]
@ Length: 8 [31]
@ Supported Rate: 6.0 Mbps (BSS Basic Rate) [32]
] Supported Rate: 9.8 Mbps (Not BSS Basic Rate) [33]
@ Supported Rate: 12.0 HMbps (BSS Basic Rate) [34]
@ Supported Rate: 18.8 Mbps (Not BSS Basic Rate) [35]
@ Supported Rate: 24.8 Mbps (BSS Basic Rate) [36]
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The IEEE 802.11 Frame

Control Frame Types in IEEE 802.11 Networking
e Common Control Frames

e RTS — Request to Send Octets: 2 2 6 6 4
e Reserves the medium Erame a
AlD SSID TA FCS
e CTS —Clear to Send Control (RA)
e Response to an RTS < >
MAC Header

e |[EEE 802.11 ACK

e Acknowledges unicast frames
e PS PO” Image provided by IEEE Std 802.11™-2016
e Legacy power save mode
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The IEEE 802.11 Frame

Data Frame Types in IEEE 802.11 Networking
e Two Types of Data Frames

e Data Ociets. 2 6 6 6 2 Oor6 Oor2 Oord variable 4
Frame - Address | Address | Address | Sequence | Address QoS HT Frame
L N u | I D ata Control | Duration 1 2 3 Control 4 Control | Control | Body | FCS
| -

Image provided by IEEE Std 802.11™-2016
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The IEEE 802.11 Frame

Data Frames Types in IEEE 802.11 Networking

e Data
e Carry data payload Eis, | owon | A | Ao | Aoqoss | e | nogos | cos | i (7 Frme Tigos
- 7
Data (MSDU) is in the frame body

Image provided by IEEE Std 802.11™-2016
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The IEEE 802.11 Frame
Data Frames Types in IEEE 802.11 Networking

e Null Data
e Does not carry data payload =T L

@ Type: %10 Dato [@ Mask exeC)
7] Subtype: %1108 QoS Null (No Data) [© Mask ©xFe]
E ¥ Frame Control Flags: %@eeleeel [1]
o Power ma nagement @ @... .... Non-strict order
@ " AP -Protected F
@ @. .... No More Data
b @ .++. Power Manaogement p
e Channel scanning : 6. ot i rok o he-Trons
@ B t Unfragmented Frame
® ..0. Not Exit from D b s
(<] To the Distribution Syst

¢ Maintaining an association

Eight-O-Two Power Management Bit
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Show Me The Data

Common IEEE 802.11 Frame Exchanges
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IEEE 802.11 Frame Types

Common IEEE 802.11 Frame Exchanges
e |EEE 802.11 Authentication and Association
e |EEE 802.11 Pre-Shared Key Authentication
e |EEE 802.1X/EAP Authentication
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IEEE 802.11 Frame Types

IEEE 802.11 Authentication and Association

Packet Source Destination BSSID Protocol
9 MPIntel:SF:5A:B0 EPEthernet Broadcast M@Ethernet Broadcast 8082.11 Probe Req
10 WPA8:8D:27:87:D07:F0 W@ Intel:SF:SA:Be B3A8:BD:27:87:D7:F@ 802.11 Probe Rsp
11 M@ Intel:5F:5A:B@ @9A8:BD:27:87:D7:F@ 802.11 Ack
12 P Intel:S5F:5A:B@ B3A8:8D:27:87:D07:F@  WPA8:BD:27:87:D7:F@  882.11 Auth
13 WA8:8D:27:87:07:F¢ WP Intel:SF:SA:B@ 802.11 Ack
14 WPA8:BD:27:87:D7:F6 WP Intel:SF:S5A:B0 B$A8:BD:27:87:D7:F@  8@2.11 Auth
15 W@ Intel:5F:5A:B0 B9A8:8D:27:87:D7:F@ 802.11 Ack
16 M@ Intel:S5F:5A:B@ WPA8:BD:27:87:07:F6  WPA8:BD:27:87:D7:F@  882.11 Assoc Req
17 W9A8:8D:27:87:07:F¢ W@ Intel:SF:5A:B@ 802.11 Ack
18 WPA8:8D:27:87:07:F6 W@ Intel:SF:5A:B0 @9A8:BD:27:87:D7:Fe@ 802.11 Assoc Rsp
19 WP Intel:5F:5A:80 #9)A8:8D:27:87:D7:F@ 802.11 Ack
Eight-O-Two
TECHNOLOGY SOLUTIONS

:BICSI FALL

N Conference & Exhibition



IEEE 802.11 Frame Types

IEEE 802.11 Pre-Shared Key Authentication

Packet = Source Destination BSSID Protocol

1 E@Intel:SF:5A:B@ B Ethernet Broadcast @Ethernet Broadcast 882.11 Probe Req

2 B@Intel:S5F:5A:B0 EPEthernet Broadcast M@Ethernet Broadcast 882.11 Probe Req

3 WPA8:BD:27:87:D7:F6 WP Intel:SF:5A:B8 HEA8:BD:27:87:D7:F@  802.11 Probe Rsp

4 W@Intel:5F:5A:80 H9A8:BD:27:87:D7:Fe 802.11 Ack

5 E$A8:BD:27:87:D7:F@ ¥ Intel:5F:5A:B8 B3 A8:BD:27:87:D7:F@ 882.11 Probe Rsp

6 W Intel:5F:5A:B@ H3A8:BD:27:87:D7:F0 8062.11 Ack

7 M Intel:SF:5A:B0 EPA8:BD:27:87:07:F0  WEA8:BD:27:87:D7:F8  882.11 Auth

8 WPA8:8D:27:87:07:F¢ WP Intel:SF:5A:B0 802.11 Ack

9 WPA8:BD:27:87:D7:F6 WP Intel:SF:5A:B0 H$A8:BD:27:87:D7:F@  882.11 Auth

10 W@ Intel:5F:5A:80 H)A8:BD:27:87:D7:F0 802.11 Ack

11 MEIntel:5F:5A:B@ HPA8:BD:27:87:07:Fe  MEA8:BD:27:87:D7:F@  882.11 Assoc Req

12 W)A8:BD:27:87:07:F0  WEIntel:SF:5A:B0 802.11 Ack

13 W3A8:BD:27:87:D07:F0 WP Intel:SF:SA:Be EPA8:8D:27:87:D7:F@  802.11 Assoc Rsp

14 Mg Intel:5F:5A:80 H9A8:BD:27:87:D7:Fe 8062.11 Ack

15 @JA8:BD:27:87:D7:Fe P Intel:SF:5A:B@ H3A8:BD:27:87:D7:Fe EAPOL-Key

16 W Intel:5F:5A:80 HPA8:BD:27:87:D07:F8 802.11 Ack

17 -Intel:SF:SA:BB -AS:BD:27:57:D7:FB nAB:BD:27:87:D7:FB EAPOL-Key

18 W)A8:8D:27:87:07:F¢ M Intel:SF:5A:B0 802.11 Ack

19 @PA8:BD:27:87:D7:F0 WP Intel:SF:5A:Be E9A8:BD:27:87:D7:F@ EAPOL-Key

20 WP Intel:5F:5A:Be E3A8:BD:27:87:D7:Fe 802.11 Ack

21 W@ Intel:SF:5A:B@ B9A8:BD:27:87:07:F0  WPA8:BD:27:87:D7:F@  EAPOL-Key
Eight.o.Two i; =23.‘BD.:27€87..‘D7:F9 -Intel:SF:SA:BB o 802.11 Ack

ntel:SF:5A:B@ BB Ethernet Broadcast -AB.BD.27.87.DT.FB 802.11 Encrypted ...
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35
36
37
38
39
48
41
42
43
44
45
46
47
48
49
5e
5%

IEEE 802.11 Frame Types

IEEE 802.1X/EAP Authentication

WP Intel:5F:5A:B@
E9A8:8D:27:87:D7:Fe
W Intel:5F:5A:80
WP Intel:5F:5A:B@
B9 A8:8D:27:87:07:F@
E9A8:8D:27:87:D7:Fe
W Intel:5F:5A:80
P Intel:5F:5A:B@
B3 A8:BD:27:87:D7:F@
B9 AB8:8D:27:87:D7:Fe
WP Intel:5F:5A:80
B3 A8:8D:27:87:D7:F@
W Intel:5F:5A:80
EA8:BD:27:87:D7:F@
WP Intel:5F:5A:80
B Intel:5F:5A:B@
B8 A8:BD:27:87:D7:F@

Eight-O-Two
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EJ Ethernet Broadcast
WP Intel:5F:5A:B0
B9 A8:BD:27:87:D7:Fe
H9A8:8D:27:87:D7:F@
WP Intel:S5F:5A:B@
B Intel:5F:5A:B@
E9A8:BD:27:87:D7:F0
E9A8:8BD:27:87:D7:F0
WP Intel:5F:5A:B@
B Intel:5F:5A:B@
B9 A8:BD:27:87:D7:Fe
B Intel:5F:5A:B@
B3 AB8:BD:27:87:D7:Fe
BB Intel:5F:5A:B@
H9A8:8D:27:87:D7:F@
B9 A8:BD:27:87:D7:Fe
WP Intel:5F:5A:B@
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EPEthernet Broadcast

B3A8:8D:27:87:D7:Fe
E9A8:8D:27:87:D7:Fe
H3A8:8D:27:87:D7:Fe
B3 A8:BD:27:87:D7:Fe@
H3A8:8D:27:87:D7:Fe
E)A8:BD:27:87:D7:Fe
@9A8:BD:27:87:D7:F@

E3A8:BD:27:87:D7:Fe

802.11
802.11
802.11
802.11
802.11
802.11
802.11
802.11
802.11
802.11
802.11
802.11
802.11

Probe Req
Probe Rsp
Ack

Auth

Ack

Auth

Ack

Assoc Req
Ack

Assoc Rsp
Ack

Assoc Rsp
Ack

EAP Request
82.11 Ack
EAPOL-Start
802.11 Ack

Packet Source

93 EPAB:BD:
94 WP Intel:
95 WPIntel:
96 WPAS:BD:
97 W@Intel:
98 EEA8:6D:
99 EEAB:ED:
100 WP Intel:
101 WPIntel:
102 EHAB:6D:
103 WEA8:BD:
104 W@ Intel:
1e5 W@As:BD:
1e6 W@ Intel:
107 W@ Intel:
108 WEA8:BD:
189 EPAB:BD:

110 B Intel

111 B@Intel:
112 EPAs:8D:
113 W@Intel:
114 HPA8:BD:

27:
5F:
5F:

SF:
27:
27:
5F:
5F:

27:
5F:
27:
5F:
SF:
27:
27
:5F:
SF:
27:
5F:
27;

:D7:
:Be
:B@
:D7:
:B@

H
:Be
:B@
:D7:
:F@
:6e
:D7:
:Be
:B@
:D7:
:07:
:B6e
:B@
:D7:
:B@
:D7:

Fo

Fo

Fe

Fo

Fe

Fo
F@e

Fo

Fe

Destination

B9 Intel:
B3 A8:BD:
B3 A8:8D:
WP Intel:
B3 A8:BD:
B Intel:

WY Intel

B3 A8:8D:
B8 As:BD:
¥ Intel:
B9 Intel:
B9 As:BD:
B Intel:
E9A8:BD:
B9 As8:6D:
BB Intel:
P Intel:
B3 A8:8D:
| PFY:H:E
P Intel:

SF:
27:

SF:
27:
S5F:
s5F:
27:
27:
SF:
SF::
27:
S5F:
27:
27
5F:
SF:
27:
27:
15A:

SF

B Ethernet

BB Intel:5F:

87:
107

87

Broadcast
S5A:

Be

Be

:F@
:Fo

:F@

iFe

:Fe

iFe

:F@

tF@

iFe
:F@

BSSID

| PTE:H
| PEY:H
| PEY:H
| PEY:H
H9as:
EPas:
EPas:
| PEEE
@ as:
Eas:
EPas:

BD:

BD:

BD:

BD:

BD:

27:

27:

27¢

27:

27:

127

127

$27:

127:

127:

87

87:

87

87

87

87

87:

87

87

87

:D7:

D7:

:D7:

:D7:

:D7:

:D7:

D7:

D7

:D7:

:D7:

Fe

Fe

F@

Fe

F@

:Fe

Fe

F@

Fe

Fe

Fe

Protocol

EAP Request
802.11 Ack
EAP Response
802.11 Ack
EAP Response
802.11 Ack
EAP Request
802.11 Ack
EAP Response
802.11 Ack
EAP Success
802.11 Ack
EAPOL-Key
802.11 Ack
EAPOL-Key
802.11 Ack
EAPOL-Key
802.11 Ack
EAPOL-Key
802.11 Ack
802.11 Encrypted ...
802.11 Ack




Show Me The Data

Common Layer 2 Data Link aka (MAC Layer)
Troubleshooting Tools
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Layer 2 Data link Layer (MAC) - Troubleshooting Tools

Protocol (Packet) Analyzers

Eight-O-Two
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Wireshark

LiveAction Omnipeek
Netscout Wi-Fi Analyzer
Tamosoft CommView for Wi-Fi
MetaGeek Eye P.A.
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Layer 2 Data link Layer (MAC)- Troubleshooting Tools

Throughput Test Tools

. Tamosoft - Free
* jPerf-Free
. iPerf - Free

Eight-O-Two
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L] TamoSoft Throughput Test - Client - Ver. 1.0 Build 29 = =

Server IP or\" = = _ . .
o| MPert ZUJ Network performance measurement graphical tool = - L
192.168.0.13

Server port:  iperf command: bnfperf.en 5 £04 10 5001 Fm o
27100 e Pert Mode: Chent )
€3 stmo et
TCR only @ Server Usten Poet 5,001 Chent Limit H .
TCP Up: 4 L
;ﬁ:nm:i: ApplcxtiayeRpme : Bandwidth & Jitter
Erabie Compatisity Mode
Chart: @ Thr t
Output Format MBts - @ N
Report Erterval B8 Administrator: C:\Windows\system32\cmd.exe [ = l Iﬁ
600 —— ’
2to C:\Iperf>iperf.exe 192.168.108.8 <P 1 —-i 1 -p 5081 —f n -t 10 -T 1
200 el
100 Prot M55 Client cm:nchlng to 192.168.1080.8, TCP port 5801
TCP window B8.01 MByte <{(default)
200 E—
100 Rl [164] local 192. .100.60 port 49228 connected with 192.168.108.8 port 5001
A eaemppeestell [ ID]1 Interval Tr n“fer Bandwidth
s o 0.9- 1.0 .13 MBytes 43.0
Status log: = 2.8 5. 2 MBytes 48.0
Buffer Lengih 3.8 s 6.20 MBytes 52.8
[3TE855) bl TP Window Sire 4.0 6. MB 51.8
s e sement e 5.8 5.98 MByt 50.1
[2:10: e 6.0 6.30 MBytes 52.9 Mhits/sec
TCP Mo Delay 7.8 s 6. MBytes 53.5 Mhits/sec
8.0 s 6. MBytes 51.1 Hblt /sec
e .8 6. MBytes 51.8
.8 s 6. MBytes 52.6 3
.8 s [ MBytes 58.7 Mbits/sec
C:\Iperf>




Layer 2 Data link Layer (MAC) - Troubleshooting Tools

Throughput test tools are not just for throughput testing
. Get data moving for various testing purposes

Protocol Summary
27:87:D7:F@ 802.11 Encrypted ...
17:87:D7:Fe 802.11 WEP Data
27:87:D7:F@ 802.11 Encrypted ...
27:87:D7:F@ 802.11 Encrypted ...
27:87:D7:F@ 802.11 Encrypted ...
27:87:D7:F@ 802.11 Encrypted ...
17:38:1C:12 802.11 Encrypted ...
17:87:D7:F@ 802.11 Encrypted ...
27:87:D7:F@ 802.11 Encrypted ...
17:87:D7:F@ 802.11 Encrypted ...
27:87:D7:F@ 802.11 Encrypted ...

802.11 BA FC=.ivaunan
802.11 Ack Fmaoivivens

17:87:D7:Fe 802.11 Encrypted ... FC=.F....W.,SN=3215,FN= @
802.11 BA FC=ivvweane

17:87:D7:F@ 802.11 Encrypted ...

27:87:D7:F@ 802.11 Encrypted ...

AF:3E:AE:21 802.11 Encrypted ...

27:87:D7:F@ 802.11 Encrypted ...

17:87:D7:F@ 802.11 Encrypted ...

17:87:D7:F@ 802.11 Encrypted ...

& 17:87:D7:F@ 802.11 Encrypted ...
E|gh'|'-O-Two 27:87:D7:F@  802.11 Encrypted ...

TECHNOLOGY SOLUTIONS 17:87:D7:F@ 862.11 Encrypted ...
»7:R7:N7:FA RA2.11 Fncrvnted ...

cBICSI FALL

N Conference & Exhibition




Additional Software Troubleshooting Tools

Wi-Fi Discovery Tools

- 0O x
’ Acrylic Wi-Fi Home GO Pro L [ ] =
5510 dress  |RSS| Chan|B07211 | Max Sp

*  Acrylic WiFi Home (Windows) - Free
AirGrab WiFi Radar (Mac OSX) - Free = = = —==
_ o . | e L R
. LizardSystems Wi-Fi Scanner (Windows) | @ -=—=-___ —
Free and purchase version £ =
{:
U A
Eigh'l"O'Two ouneitnd i LI, 503 O S Lkt B S kb M S el
TECHNOLOGY SOLUTIONS

cBICSI FALL
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Additional Software Troubleshooting Tools

Wi-Fi Discovery Tools

Eight-O-Two

TECHNOLOGY SOLUTIONS

MetaGeek InSSIDer Office - Purchase T Ee e
NetSpot (Windows and Mac) =

WiFi Explorer (Mac) — Free and purchase &= ... e
version T e =

Xirrus (Riverbed) W-Fi Inspector ® - jro—
(Windows and Mac) - Free

cBICSI FALL

o Conference & Exhibition



Hardware Troubleshooting Tools |

Wi-Fi Test Tools

. Netscout LinkSprinter
. Netscout AirCheck G2
. Berkeley Varitronics Yellowjacket-BANG
. Netscout OptiView XG

Eight-O-Two

TECHNOLOGY SOLUTIONS

cBICSI FALL
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Show Me The Data

Protocol Analysis

Elght ‘O-Two

CLOGY SOLUTIONS

:BICSI FALL
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Troubleshooting Tools — Protocol Analyzers

Types of Protocol Analyzers

e Portable (Laptop)

e Infrastructure (Access Points)
e Distributed (Sensors)

Eight-O-Two

TECHNOLOGY SOLUTIONS

cBICSI FALL
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Troubleshooting Tools — Protocol Analyzers

| | General | Advanced | Driver | Details | Power Management |

Network Adapter and Operation Modes || . ......cieosms

Adapterfrev.A2)

e  Monitor vs Promiscuous Mode Orve Prowder, Abors

Driver Date: 4/20/2010
Driver Version: 3.0.0.168

e Supported Adapters s some i

[ Adapter Ca pa b|||t|es To view details about the driver files.

To update the driver software for this device.

If the device fails after updating the driver, roll
back to the previously installed driver.

Disables the selected device.

To uninstall the driver (Advanced).

Lok J[ conce |

Eight-O-Two

TECHNOLOGY SOLUTIONS

cBICSI FALL
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Troubleshooting Tools — Protocol Analyzers

Ethernet Segment

Protocol Analyzers Placement |

e Near Access Point?
e Near User?
e Moving?

Eight-O-Two

TECHNOLOGY SOLUTIONS

cBICSI FALL
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Troubleshooting Tools — Protocol Analyzers

Common Protocol Analyzers Settings

e Filters

Continuous capture

e RF Channel / Transitioning o | S

C:\Users\Admin\Capture 3-

o Flesize: 512 %) megabytes
e Save to Disk I
["IKeep mostrecent | 10 > files (5.06G8)
. [ New file every 1 > |days
o N a m I n g [[Jimit each packet to | 128 || bytes
[ Discard duplicate packets
Buffer size: 100 * megabytes
Show this dialog when creating a new capture

(o J[ comel |

Eight-O-Two

TECHNOLOGY SOLUTIONS
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Troubleshooting Tools — Protocol Analyzers

Protocol Analyzers Packet List
e MAC Address Information

Channel Signal Data Rate

e Protocol Types

48% 24.8
14%
24%
12%
44%
58%
46%
58%
44%
1eex
58%
leex
58%
leex
58%
leex
44%
leex
leex
44%
leex

-
®

=

e Timing

b

el el el el el

b
[ I ST B N i S S e SRV Y RV, BT BT ey SR YT |

Eight-O-Two

TECHNOLOGY SOLUTIONS

cBICSI FALL

e S U P W TP P S Y
PP OOOODNDNPOODDO®

N Conference & Exhibition

100% 39.0

239
32
284
259
1582
166
1e6
1e6
20
28
14
1e6
14
1554
14
1554
14
1386
pi
14
1554
14

Relative Time

@:01:35.e2el1e3
©8:01:35.820114
©9:01:35.023376
©9:01:35.031223
©:01:35.849787
©8:01:35.857896
©:081:35.858255
©9:01:35.058695
©:01:35.058825
©:01:35.859432
©:01:35.859436
©:01:35.059956
©:01:35.859959
©:01:35.061407
©@:01:35.e61410
©:01:35.062780
©:01:35.062784
©:01:35.863971
©:01:35.e6454@
©:01:35.068081
©:01:35.069576
©:01:35.069592

Protocol

862.11
802.11
802.11
802.11
802.11
802.11
862.11
862.11
802.11
8062.11
802.11
8e2.11
802.11
8e2.11
802.11
802.11
802.11
802.11
802.11
802.11
802.11
802.11

Encrypted ...

BA
Beacon
Beacon

Encrypted ...
Encrypted ...
Encrypted ...
Encrypted ...

RTS
RTS
cTs

Encrypted .

Ack

Encrypted ...

Ack

Encrypted ...

Ack
Encrypted
RTS

Ack

Encrypted ...

Ack

Summary

FEST. wvow W.,SN= 282,FN=
PC=.avssens

FC=oaisaivees ,SN=2746,FN=

...W.,SN=1471,FN=
..W.,SN=1471,FN=
..W.,SN=1471,FN=

. .W.,SN=1471,FN=

. .W.,SN=1472,FN=

W.,SN=1473,FN=

e,BI=1e0,..

L~



Troubleshooting Tools — Protocol Analyzers

= Y Packet Info
Nu:

Protocol Analyzers Decodes
AT

 Radiotap Header / Packet Info &

e Not Layer 2 Information .

9

2xeeececee

2x00000000

227

12:@83:33.651885900 @1/16/2018
12 6. Mbps

100 5500MHz 862.11n 20MHz
%0
100%
-18
0%
-127

@ [@ Mask @x@3]
%00 Maonogement [@ Mask @xe(C]
%1000 Beacon [@ Mask @xF@]

e Derived from Physical Layer Header or Driver

Eight-O-Two

TECHNOLOGY SOLUTIONS
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Troubleshooting Tools — Protocol Analyzers

Protocol Analyzers General Information

AppICATONS 4 o ]
M Web
e Channel Information ™. == Gurr
Clients 4 General Packets Bytes Value
Pages Start Date 1/16/2018
. . Requests Start Time 12:06:44
e Duration 24.000000
Vi Vi
e  Statistics e | i :
Duplicate Packets Discarded 0
Media 4 Network Packets Bytes value
Visuals |  Total Bytes 100.000%
Peer Map Total Packets 100.000%
Graphs Total Broadcast 62.186% 69.501%
Statistics . Total Multicast 0.000% 0.000%
es = . Average Utilization (percent) 0.032
. Average Utilization (bits/s) 95,940
Nodes Current Utiization (percent) 0.026
Protocols Current Utilization (bits/s) 78,352
Applications Max Utilization (percent) 0.053
Countries E Max Utilization (bits/s) 159,160
Wireless 4 Errors Packets Bytes Value
NLAN Total 18.947%
5 ] CRC 18.947%
: 4 Counts Packets Bytes Value
Sigral Physical Addresses 45
Roaming 1P Addresses 0
Log IPv6 Addresses 0
& by Node Protocols 15
Eight-O-Two byAP L  Applcations 0

TECHNOLOGY SOLUTIONS
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Show Me The Data

So, Let’s Get Physical

Elght O Two

CLOGY SOLUTION
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NConference & Exhibiti



Wireless LAN Troubleshooting Tools

Common Layer 1 Physical Layer (aka The PHY)
Troubleshooting Tools

Elght ‘O-Two

CLOGY SOLUTIONS

cBICSI FALL
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Layer 1 Physical Layer (PHY) - Troubleshooting Tools

Instrumentation Spectrum Analyzers
. Tektronix

. Rohde & Schwarz
. RF Explorer

Eight-O-Two

TECHNOLOGY SOLUTIONS
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Layer 1 Physical Layer (PHY) - Troubleshooting Tools

Wi-Fi Centric Spectrum Analyzers

Eight-O-Two

TECHNOLOGY SOLUTIONS

MetaGeek Chanalyzer + Wi-Spy DBx
Netscout Spectrum XT

Ekahau Sidekick

Not just for troubleshooting

Spectrum analyzers are also used with design

cBICSI FALL

N Conference & Exhibition




Layer 1 Physical Layer (PHY) - Troubleshooting Tools

Site Survey / Design Software

D rias ety P L et o

e A e

[ lod! T TN N T WL 2 Wal

. Netscout Survey Pro ' —

. Ekahau Site Survey =S = ———
. SCals m@wE P it B

Tamosoft TamoGraph

Group by ~

nl.- k802112
+ D-Link80211g

@ @ 3coms0211n

@ @ Ciscosn211an

[# 4 Ciscos2i1g

V] § Cisco802.11n
= [ Zone2

&

£ & AskeyCompu80211g
[7] & AsustekCom 802119
\_’ . AsustekCom80211g
[F] & ZygsteComm80211g

Eight-O-Two

© Add> Delete

Name Co...

ne A
4] Survey9/9/20101:39:...
B Survey 9/8/2010 2:28:

TECHNOLOGY SOLUTIONS

|Zoom80% |~|  Scanning: O

:BICSI FALL
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Show Me The Data

Spectrum Analysis

Elght ‘O-Two
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Troubleshooting Tools — Spectrum Analyzers

Spectrum Analysis Allows You To
e “See” Your Wi-Fi

— Visualize Unbounded Medium

'Q Chanalyzer

=R

e View Interference Types
— Both Wi-Fi and Non-Wi-Fi

Eight-O-Two

TECHNOLOGY SOLUTIONS

:BICS| FALL




Troubleshooting Tools — Spectrum Analyzers

View Key Information

 Signal Strength

— Received signal (-55 dBm)
e RF Noise Floor

— Unwanted signal (-95 dBm)
 Signal to Noise Ratio (SNR)

— Difference between signal and noise
Eight-O-Two »  -55dBm —(-95 dBm) = +40 dBm

TECHNOLOGY SOLUTIONS

:BICSI FALL




Troubleshooting Tools — Spectrum Analyzers

View Key Information
e Real Time FFT

—  Amplitude over frequency
e Waterfall

— RFsignal over a period of time

1 »

o s e ST
- - < _ e o 3 1 - F

e  Channel Utilization

—  RF activity on the channel
Eight-O-Two

TECHNOLOGY SOLUTIONS
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Troubleshooting Tools — Spectrum Analyzers

Spectrum Analysis Allows You To See
e Co-channel Interference (Wi-Fi)

e Overlapping Channel Interference (Wi-Fi)

e Non-Wi-Fi Interference s o —
° IVI u C h IVI O r.e \ChannelOverlap /
| L Lo |
1| I — é 1 1|1 1 i
Eight-O-Two

TECHNOLOGY SOLUTIONS
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Show Me The Data

Spectrum Analyzer Demonstration

Elght ‘O-Two
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Thank You!

Robert Bartz
E-mail:  robert@eightotwo.com
Twitter: @eightotwo
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